lllllllln
CISCO

Cisco Security

Architecture

Veronika Storkova
System Engineer, CCIE R&S #23705

vstorkov@cisco.com




Agenda

= Cisco SAFE Architecture

= Cisco SAFE — Securing Campus/LAN Networks

Cisco Security Agent

Cisco Network Admission Control
Cisco lronPort

Cisco IPS — new features



Inr
CISCO

Cisco SAFE

Architecture




Cisco SAFE

A Security Blueprint for Enterprise Networks

* Introduced in 2000
= Defense-in-depth
= Modular design

= Designs were validated

= Vendor/product agnostic

= Helped increase security
awareness



Evolving Security Threats

= New technologies unprotected

= Web 2.0, virtualization, cloud
computing, etc.

= Lack of consistency and
collaboration across products

= Accidental architecture
= Fear-based security decisions

= Product- or feature-of-the-moment
purchases

= Siloed products and designs

= Poor security policy, control,
management, and visibility




Today’s Complex Security Threats
Require Systemwide Collaboration

Top-Ten Cyber Security Menaces

= Sophisticated website attacks
= |ncreasing botnet sophistication and effectiveness

= Growing cyber espionage
= Emerging mobile phone threats

Insider attacks

Advanced identity theft
Increasingly malicious spyware

= Web application security exploits

= Sophisticated social engineering
= Supply-chain attacks infecting consumer devices

Source: SANS Institute



SAFE Security Architecture Strategy

Security Devices
Security = VPNs = Firewall = Admission Control Network

» Monitoring = Email Filtering = Intrusion Prevention

Solutions Devices
= PCI * Routers
= DLP = Servers
= Threat = Switches
Control
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Data Internet Ecomm- Virtual Partner
Center Edge erce User Sites

Secured Mobility, Unified Communications, Network Virtualization

Network Foundation Protection




Why a new architecture?
The security landscape changed...

= Lots of new products and technologies introduced

= Effective deployment of security tools requires an

understanding on platforms/features specifics and their
iImpact to the network

= Threat sophistication and operational complexity
mandates product/technology collaboration

= Operation and management is as important as the
technologies themselves

= Guidance cannot be limited to design only, need to
continue throughout the entire solution lifecycle



Architecture Principles

= Defense in Depth

= Modularity and Flexibility

= Service Avalilability and Resiliency
= Regulatory Compliance

= Auditable Implementations

= Strive for Operational Efficiency

= Network Intelligence and Collaboration



SAFE Axioms

= |nfrastructure devices are targets
= Services are targets

* Endpoints are targets

= Networks are targets

= Applications are targets



Cisco Security Control Framework
Service Integration

Security Objectives Security Actions = Sets a common terminology
and taxonomy
Visibility S“"" Identify = Brings consistency between
> Monitor solutions and services
s, N
?lZ?f?c”’yA‘éi‘ﬁLZtions Correlate = Mandates attention to the
and Protocols operational aspects of the
Controf __—~ Harden designs
ontro . .
<\~ Isolate = Helps identify threat vectors

e, G e \ Enforce and drives the selection of
Resiliency, Limit Access, teChnicaI ContrOIS

and Isolate Devices,
Users, Traffic,
Applications and
Protocols

Describes supporting actions
that enable Visibility and
Control




SAFE Security Architecture Modules

Management
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What’s covered in this phase

= Network Foundation Protection

= Public Services DMZ (ASA, IPS)

= Corporate Internet Access (web, email security, ASA, IPS)

= Remote Access VPN (SSL VPN, EzVPN)

= WAN Edge (ASR, DMVPN w/PKI, IPS)

Branch (I0S, ASA, IPS, FW)

Campus (NAC, IBNS)

Intranet Data Center (Nexus, IPS, ASA, WAF)

= Monitoring, Analysis & Correlation (Net Telemetry, CS-MARS)

= Threat Control and Containment (CSA, ASA, IPS, CSA+IPS,
CSM+CS-MARS)



Platforms included in this phase
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Networks



Securing the LAN Infrastructure

Focused Attacks Y Service Disruption Network Abuse
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e Data disclosure and * Botnets, malware, * Unauthorized access
modification spyware, viruses « Intrusions

* Data interception and » Buffer overflows, DoS, | . Application abuse

leakage DDoS

* Out of policy browsi
« Identity theft and fraud A * Infrastructure attacks Ot palicy browsing




» Catalyst Integrated

Cam pUSILAN Security Features
Access - | = Threat Detection and
Mitigation
" CN:S;\V’:/rCc))rIk Access = Network Foundation

Protection

= Enhanced
Availability and
Resiliency

= Secure Unified
Communications

= Secure Unified
Wireless Network

= Endpoint Security

vy



SAFE Threat Response

Increasing Visibility for the LAN

|[dentify Monitor Correlate
LAN/port Authentication Intrusion Detection Event Analysis and Correlation
User Authentication Network Management
Firewall Deep Packet Inspection  Event Monitoring
Traffic Classification Network Telemetry

Syslog
Increasing Control for the LAN

Harden Isolate Enforce
Network Foundation Protection VLANs Stateful Firewall Access Control
OS Hardening Network Access Control ACLs, uRPF, Antispoofing
CISF IPS DHCP Snooping
Endpoint Security Firewall Access Control Port Security
Link and System Redundancy Intrusion Prevention

QoS Enforcement
Network Access Control
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SAFE Security Architecture Modules

Management
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Advanced Endpoint Security

Drivers

Challenges facing common security
practices:

= New attacks that trick users into 3
downloading malware cannot be stopped
by sighature-based mechanisms (e.g. IPS,
AV)

= Encrypted end-to-end sessions (e.g. SSL)
render firewalls and network IPS blind
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= Network-based security devices cannot
adequately control access to sensitive data
(e.g. USB flash/disk, CD/DVD ROM,

encrypted sessions)

= Security policies or regulatory
requirements may be too demanding for
the capabilities of network security
solutions (e.g. PCI Compliance)



Advanced Endpoint Security
with Cisco Security Agent

= CSA extends network security
solutions to end hosts

= Cisco Security Agent enhances
security with:

|

— Zero Update protection based on OS
and application behavior

)

{

— Control of content after decryption or
before encryption (e.g. SSL, IPsec)

— Access control for 1/0 devices based on
process, network location and even file
content

— Centralized management and monitoring
of events

— SDN Interaction with other network
solutions such as NAC, IPS, QoS, MARS,
VOIP, etc




Security Characteristics, Features and
Architecture of CSA

CSA
Management

= CSA MC is used for centralized management
Center

and monitoring of agents (SSL) =E
= Agents periodically connect with the CSAMC ¢
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= Upload event notifications *'Q BRI

= Download configuration changes POs -
Terminal

= Download agent software and AV

signature updates == -
Agent

= If CSA MC is unreachable: Software

= Agents cache events (up to 300)
= Apply a different (more restrictive) policy if so configured (e.g. when

on the Internet)
= Up to 100,000 agents per CSAMC s
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Cisco Security Agent

Always Vigilant Comprehensive Endpoint Security

“Zero Update”
Protection Stops
Malicious Mobile
Code, Worms,
Rootkits,
Day-Zero and
Targeted

SINGLE INTEGRATED AGENT AND MANAGEMENT



CSA’s “Zero Update” Security Policies

Policy Description Function

Security- Protect from Downloaded Protects systems from Untrusted
Applications- Protects systems from Applications — viruses, bots, trojans
Untrusted Applications delivered via network attack
Security- Protect from Downloaded Protects systems from Untrusted
Data- Applications — viruses, bots, trojans

delivered via downloaded data like
poisoned PDF

Security- Protect from Spyware- Protects against spyware & Trojans, will detect,
and prevent spyware from attaching to browsers,

and executing new applications

Security-Protect with a Distributed Provides a centrally managed Distributed
Firewall- Firewall for hosts, hardens exposed Windows

kernel services

Security-Quarantine exploited hosts Isolate system from network if rootkit detected,;
or application block infected application from communicating on

the network

CSA also includes a traditional signature-based antivirus engine
- this relies on daily updates from the CSAMC management server



Cisco Security Agent

Always Vigilant Comprehensive Endpoint Security

Identify and Control
SERENOYE
Information

SINGLE INTEGRATED AGENT AND MANAGEMENT
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Creating a CSA Sensitive Information Policy — DLP Checklist

Corporate Security Policy regarding Sensitive Information Establish/ Enforce Ensure/

Monitor Justification

Prevent sensitive information from being written to USB
devices and other removable media

Prevent remote clients from accessing sensitive information

Prevent sensitive information from accessing the network
TCP/UDP

Prevent CD-ROM burning applications from accessing
sensitive information

Prevent Clipboard abuse

Prevent sensitive information from being written to Network
Drives

Prevent Sensitive information from being copied

Allow only authorized applications to access the sensitive
information

Impose restrictions for wireless, and remote users, they
cannot copy sensitive information to removable media

Protect authorized applications accessing sensitive
information




CSAMC DLP Audit Log - Alerts

£3¥Management Center for Cisco Security Agents ¥6.0 - Mozilla Firefox a = |EI|1|
File  Edit Wiew History Bookmarks Tools® Help B

@ * iy @J L@ !IJ'_I‘ ﬁ_@ https:ffcsaniblds/csamca0/webadmin 3! = | P | :'!Guogla i b, |
ol I T I T Management Center for Cisco Security Agents ¥6.0 @& ] e

Cisco

Events » Event Monitor

Events Systems Configuration Analysis Maintenance Reports Search Help

Home | Advanced = | all 0Ses 9| Logout

-

Monitoring filter

Dizplaving:
Sort by

Filter out similar events:

Mext refresh:

Refrezh interval:

lazt 50 events
Order received
res

in 15 seconds

I 15 seconds -I

# Date Host Severity Action Event
50 '2/23/2008 csaclblds Motice 0 The process 'CAWINDOWS\system32ynotepad. exe' (as user CSASOBLDS Administrator)
10:05:34 attempted to access a resource which resulted in the user being shown the following
A notification. 'The process CAYWINDOWS \system32inotepad. exe attempted to access
Regulatory data on removable media. Please provide justification and indicate if you are
complying with corporate data security policy.' The user was queried and a 'No’
response was received. The user provided the following justification. 'I need this data to
work from home!
Details Rule 1240 | Wizard
40 2/23/2008 csatiblds [atice @ The process 'C%\Program FilesiyMwarehyYMware Tools\MMwarelser.exe' (as user
10:03:19 CSAROBLDS Administrator) attempted to read clipboard data written by process
Al COWINDOWShsystem32hwinlogon.exe. The operation was allowed by default (rule
defaults]).
Details | Rule 1264 | Systermn State  Wizard
45 2/23/2008 csaclblds MNotice @ The process 'COANWINDOWShsystem32inotepad exe' attempted to access 'F:A\Stolen
10:02:45 JeCC117771#s. tut', The operation was allowed by default (rule defaults), This caused a
E Data Scan, resulting in the Content Tag <credit_card=<regulatory>. being applied to
this file, =]
q »

Legged in as: admin

Transferting data from csagoblds. ..

| | i &




Cisco Security Agent

Always Vigilant Comprehensive Endpoint Security

ﬂ
S.
<

Corporate
Acceptable Use

Regulatory
Compliance (PCI)

SINGLE INTEGRATED AGENT AND MANAGEMENT



CSA’s Acceptable Use Policies

Policy Description Function

Prevent writing data to USB devices Control file access to USB memory sticks, floppy
disks, CDs, and hard disks

Protect with Personal Firewall Allow end users to further restrict network access
above Distributed Firewall controls

PCI policies PCl-certified policies for 9 out of 12 PCI
requirements (available from Cisco on request)

Various others Available via CSAMC Advanced GUI function




Cisco Security Agent

Always Vigilant Comprehensive Endpoint Security

Wireless

Traffic Marking

Event Correlation
Data Loss Prevention

SINGLE INTEGRATED AGENT AND MANAGEMENT



Inform NIPS of Hostile Hosts

Configured via CSAMC Advanced GUI option

2. Global Correlation is
invoked and the CSAMC
updates all the CSA agents
with threat information

|

1\

a8
-““‘
.t

P [

s . ..
D | |6
Servers ;' ;" v 1)

\\~~-:::::=_———$,,/

4. CSA collaborating with
Cisco IPS is able to
dynamically elevate the Risk
Rating threshold for attacks
coming from the hacker

3. All connection
attempts by the
hacker to CSA

are dynamically
blocked

protected devices
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1. Hacker scans internal servers
for vulnerabilities
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Per-Application Network Optimization

(QoS)

Available via Advanced GUI option on CSAMC

Desktop
. = Class-Based Weighted Fair
NSCP Marking by Application or O D arking b Queuing (CB-WFQ)
» L ow-Latency Queuing
(LLQ)

Internet Explorer Defa A

AN
BitTorrent . Defs e
Cisco IP

Communicator

AF11:  50% (CB-WFQ)
FTP Client Defa : EF: 15% (LLQ)
Default: 10% (CB-WFQ)

= “Bad” software can mark packets to:
= Get a better service from the network

* To perform an attack (e.g. flooding with EF-marked packets can cause DoS for
IP telephony)

= Use CSA to remark packets according to QoS design



Network Integrated Solutions
CSA with NAC, DLP and IronPort

NAC Appliance

IronPort h" « Verifies CSA version and if it's
* Prevent Data Loss at Network Int t running
Perimeter NN » Check systems states like

“insecure boot detected” and if
sensitive data exists

Check user identity if CSA
reports sensitive data is on

» Multi-Protocol Scanning

* Leverage Existing Anti-Spam
and Anti-Spyware Infrastructure

system

Cisco Security Agent
* Prevent loss of sensitive data:
» Scan data files for sensitive data

* Prevent copying to external media (USB flash and
disk, IR/Bluetooth devices)

* Prevent using with (inter)network applications (e-
mail, IM, browser)

* Prevents bypass of lronPort network protection




New features in CSA 6.0.1

= CSA Management center High Availability
= CSA Management center VMWare support

= Platform support:
Red Hat Enterprise Linux 5.0, Solaris 10, SUSE Linux 10

= Management summary reports

Daily Events by Event Type, Top 20 Infected Hosts, Top 20 Identified
Viruses etc.

= Digital signature identification
= Scheduling Software Update wizard
* Resourse — Release Notes CSA 6.0.1
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Evolution of Network Access Control
Topology Aware to Role Aware




NAC Tasks

Traffic Control

|___RoleName | _IPSec | Roam | vLAN

= Role-based access

Unauthenticated Role deny deny Role for unauthenticated users
Temporary Role deny deny Role for users to donnload
Quarantine Role deny deny Role for quarantined users

Allow Al deny deny Full Access
Guest Access deny deny 1666 guest privileges
consultant access deny deny 155 consultant privileges

United States

oric®
of Ame

itk NAC Web Agent

cisco  Cisco NAC Web Agent

@ Host is not compliant with network se curity policy

‘Your device does not conform o the recired securty poiices for this protected network. Your access to the
network i refused or linted Ll you sre sble to comply withthe securty recyirements listed bslow
Fleass remeciate by 12:57:53 AM, Fri Oct 05, 2007

= Device compliance

Result Security Requirement Remediation Suggestion

@  Mekiee av-Rurring Meifes AV nesds o be e O
@  Comardeasseicheck Oriy Corparate Assets lower

@  Montes A Check

Gison NAC Web Agent Verslon 4131 - Raport Gane atad 12:43:00 AM, Frl 05405, 2007

Cancel

0014:35 Remairing

Worldwide [change]

Cisto SYSTEMS

cisco [Searen
C Isco Solwtions Products & Seivices Ordering Support Training & Evel
Systems
Nﬁtwo_rk " Welcome to
Authenticatior ¢ hyman network
When we're all connected, great
Usernarme things happen. Web applications

create new experiences. People

! | in new ways

I Explore what Is possible on
the human network

Password

= Guest Lifecycle Management

Leam how the human network is changing lives every day.

Ei

Please provide your
visitor credentials
to access this
network,

Pawared by Cisco Claan

Latest News Featured Product

T

View All Products

,PE?,EE;‘, ggén?nmng Opportunities for Channel Partners New for Small Businesses
Cisca Smart Busiess
Communications System,
a camplete voice, viden,
ciats, and mobilty soltion,

Learn More

Helping Charnel Partners Tap Expanding Opportunities -
04 Apr 2007

Cisca Partner Summit Blog - 03 Apr 2007

View Allllews



NAC Functions Defined

Ensuring role-based access and endpoint security policy compliance

Verify user
privilege and<
device compliance

\ & 4

Remediate Complete Handle non-PC
non-compliant NAC devices, gather
devices Lifecycle history/activity data

A

Guest
> access/provision
user access




How Cisco NAC Works

A Conceptual View

THE GOAL
0 End user attempts to
access network
« Initial access is blocked Authentication
_I = Single-sign-on or web login Server

\ _I ,O —
| \\ , /_-.NAC Manager
) O g

e NAC S
@ NAC Server gathers .-—-" erver
and assesses

user/device information

= Username and password
@ Noncompliant device
or incorrect login

= Device configuration and vulnerabilities
= Access denied

= Placed to quarantine for remediation

@ Device is cq_mplian_t

Placed on “certified devices list”
= Network access granted




Device Profiling
Cisco NAC Profiler: Visibility, Intelligence, and Automation

' Automate inventory collection

MU

. Identify all endpoints

. Real time monitoring and profiling




Cover All Use Cases

Wireless Compliance

Secured network access only
for compliant wireless devices

‘ Endpoint Compliance

Network access only for
compliant devices

Campus Building 1

802.1Q Governance Compliance

Ensure user compliance
to governance and risk

user acceptable policies
Wireless Building 2

Guest Compliance ==y
Restricted internet access . —

only for guest users
Conference Room

in Building 3

VPN User Compliance

Intranet access only for compliant
remote access users




Cisco NAC Key Ingredients

2

‘

NAC Manager NAC Server
Centralized management, configuration, Posture, services
reporting, and policy store and enforcement

NAC )
‘O N

NAC Profiler NAC Guest Server ACS Server

Profiles unmanaged Full-featured guest Access policy system for
devices provisioning server 802.1x termination

ssc
NAC Agent 802.1x Supplicant
No-cost client: Persistent, CSSC or Vista
dissolvable, or web embedded supplicant




Cisco NAC Appliance Sizing

Users = online, concurrent
Super

AN A—
:
1 manages up to 40
e A .

Manager

;- manages up to 3
Branch Office ; I 7~ i
or SMB Servers e e ey

S

S

!
f

e OO

X
s=s) Me== Me==

X
v
50/1Mrs 100 users 250 users 500 users
(ISR NM
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Key Threats in the Internet Edge |

= Botnets

= Denial of Service (DoS)
= Distributed DoS

= Spyware, malware, adware (PDF, EXCEL, MP3)

- = ST

**SATIENTION ALL DAY TRADERS AND INVESTORS® **
1

= Phishing, email spam

= Intrusions and takeovers

= Network abuse
= |dentity theft, fraud

= Data leakage

TARGETED ATTACKS

Your Equitable
Bank account
is closed, call
us now at

(802)354-4250




Email Security Architecture
Inbound Security, Outbound Control

/'
INBOUND Virus
SECURITY
Defense
wid
c
~ o
CISCO IRONPORT ASYNCOS™ aE>
EMAIL PLATFORM =
c
g ©
=
Data Loss Secure
OUTBOUND . .
CONTROL Prevention Messaging




Cisco IronPort Anti-Spam
Defense in Depth Spam Protection

v' Spam Botnets

v ﬁpg:lm:r v SMS Spam
etworks
v Attachment-based
Spam

EMAIL REPUTATION MESSAGE CONTENT

~ Verdict

WEB REPUTATION MESSAGE CONSTRUCTION

v Malware/Phishes

v" Short-Texted Spam v" Spam created using
with URLs Automation Tools

v" Image Spam




Email Security Architecture
Inbound Security, Outbound Control

INBOUND
SECURITY

OUTBOUND
CONTROL

/‘
Spam
Defense
\—
CISCO IRONPORT ASYNCOS™
EMAIL PLATFORM
/‘

Data Loss SeCU"?
Prevention Messaging

Management



Anti-Virus Defense in Depth

Zero Hour Virus and Complementary
Malware Detection Anti-Virus Engines




Cisco IronPort Virus Outbreak Filters
Zero Hour Malware Prevention

- - - “Since VOF we have
Virus Outbreak Filters In Action not had a single

_— virus outbreak!”

Dynam
Quarantin

AIR FRANCE -

SenderBase A

Virus Filter “Over 24,000 virus
positive messages
stopped in 9 months”

—

-
s

JOHNS HOPKINS

U NI V E R S TTY

“VOF has stopped
more than 12,000
separate viral

Virus Outbreak Filters Advantage messages in the last
Average lead time*...............cccccoeiii. over 13 hours year’ /
Outbreaks blocked™ ........................... 291 outbreaks \

A C S

Total incremental protection®................ over 157 days



Email Security Architecture
Inbound Security, Outbound Control

INBOUND
SECURITY

OUTBOUND
CONTROL

/‘
Spam Virus
Defense Defense
—
CISCO IRONPORT ASYNCOS™
EMAIL PLATFORM
/'

Secure
Messaging

Management



Data Loss Prevention
Simple Set Up

= Easy “3 click” set-up using
content filters

= Use pre-defined content
categories or create / customize
your own

= Can be applied to specific
users under specific conditions

Message Body or Attachment

Does the message body or attachment contain tex
matches a specified pattern?

) Contains text:
I #*
(%) Contains smart identifier:
||':'|E'n':'| Routing Murnber V|

(O Contains term in content dictionary:
| HIPAA-Dictionary_txt |

Mumber of matches required: |1 {1-1000)

For content dictionaries, the number of matches
term weight,

(*) Import from local computer:

() Import from the configuration directary on your IronPort a

GLEA-Dictionary txt
HIPAA-Dictionary txt
PCI-Dictionary txt
README
S0x-Dictionary txt
rconfio.did

= smart Identifiers: (21 epoble smart dentifiers

Weight
)
Social Security Mumbers IZ
)
W |

Credit Card Mumbers

AB& Routing Murmbers




Data Loss Prevention
Comprehensive Remediation & Reporting

= Multiple remediation

. Quarantine )
aCtlonS — encrypt7 Strip Attachment by Content Quarantine
quarantlne drOp Strip Attachment by File Info ZLzlgaSSIthe message to be held in one of t
: ’ . add Disclaimer Text
bou nce’ BCC’ Strlp Bypass Outbreak Filter Scanring Send message to quarantine: | Policy w
Content Send Copy {Boc:)

Ol buplicate message

Motify
Send 3 copy of the message to the spe

" Offe N d I N g CO nte nt Change Recipient to continue processing the original messa

actions will spply to the original messs

h|gh||g hted In ﬁigtd to Alternate Destination
quara nt|ne for easy Deliver from IP Interface

Strip Header

anaIySIS add Header

Encrypt and Deliver (Final

= Reporting on a per s
pO“Cy and per user Baunce (Final Actian)

Deliver (Final Action)

baSIS Drop (Final Action?




Email Security Architecture
Inbound Security, Outbound Control

/'
INBOUND Spam Virus
SECURITY
Defense Defense
\—
CISCO IRONPORT ASYNCOS™
EMAIL PLATFORM
/'
Data Loss Secure
OUTBOUND . H
S OMTROL Prevention Messaging

Management



Cisco IronPort Email Encryption
Easy for the Sender. . .

R m e — ‘.‘.‘ RECIPIENT

CCCCC

2 -y

IRONPORT EMAIL SECURITY APPLIANCE

" MESSAGE OPEN

SENDER CONTROLS

CISCO REGISTERED
ENVELOPE SERVICE

= Automated key management
= No desktop software requirements

= Send to any email address seamlessly



Cisco IronPort Email Encryption
Easy for the Recipient. . .

1. Open Attachment 2. Enter password

Foscs:tnall i
e p— cisco =

Fle Edit View History Bookmarks Tools Help
’ Getting Started t_h,' Latest Headlines
i ) Al
nimir
Secured Message [ reply ] [ Replyall ] [[Forward |
From: kkennedy@ironport.com
To: Kevin_Kennedy45@yahoo.com
Date: October 12, 2007 6:30:50 AM PDT
Subject: Product Roadmap
Attachments: Roadmap.doc
Product roadmep doc attached, as regquested.
Best regards.
- Kevin
[Creply ]| (Replyall ] [ Forward ]| —
& 2000-2007 Cisco Systems Inc. All rights reserved. ~
Done
L ______________________________________________________________________|



Internet Edge Threat Mitigation
Access Spam Malware Abuse Leakage

Host-based IPS ‘ ’ ’ ’ ’ ’ ’

(CSA)

IronPort S
I\Dloegsgginge e ‘ ‘ ’ .
IronPort Secure . ‘

Web

Edge Filtering ‘

Nettflow, syslog, etc

Firewall .

IPS O O O O
VPN

Syst d

Topological ®@ O

Redundancy

User/Group-based ‘ ‘

access policies



IronPort Security Appliances
Integrated Security Appliances For The Network Perimeter

* Unique Anti-spam solution, C-Series
* Integrated DLP Scanning and Remediation For Email

* Encryption Without any Additional Hardware Required
. Cisco Spam Blocker, C160, C360, C660, X1060 IronPort C-Series

* Unique Web-protection solution, S-Series
* Acceptable Use Policy (AUP) Management

* Industry-leading Malware and Spyware Filtering IronPort S-Series™
. 3160, 3360, S660 WEB SECURITY APPLIANCE

» Centralized Reporting
» Centralized Tracking

» Centralized Policy Management

IronPort M-Series™
» Centralized Archiving SECURITY MANAGEMENT APPLIANCE

+ M160, M360, M1060
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New Features

Threat Correlate




Comprehensive Threat Intelligence
Unique Threat Tracking System

intelligence |

Threat
Operations Dynamic
SensorBase Center Updates

L; Security Infrastructure That Dynamically Protects Against the Latest Threats Through:qJ

The Most Comprehensive
Vulnerability and Sender Researchers, Analysts,
Reputation Database and Signature Developers

Global Correlation for Sophisticated Analysis

Empoweted-Branch ©°2009:CiscocSystemss; Incc All rights reserved. Cisco Confidential 63

A Global Team of Security Dynamic Updates and

Actionable Intelligence




Cisco IPS with Global Correlation

= Automated operations
component of Cisco SIO

Automatically correlates SensorBase threat

| . data
\ Creates sophisticated, actionable data
1 . = Fast response to emergent
threats
| ’ - Enhances detection capabilities

Reduces the window of exposure

1 = Pinpoint Accuracy

Analyzes the attacker as well as the attack

Leverages reputation filters to stop
known attackers

(50% of attackers are repeat offenders)




IPS Global Correlation in Action
Network IPS to Global IPS

= A sensor in Australia detects
new malware

= A sensor in Russia detects a botnet
iIssuing new commands

= A sensor in Korea detects a virus
mutating

= A sensor in Florida detects a hacker
probing major financial institutions

= All Cisco® IPS customers
protected

Cisco IPS has twice the IPS deployments of the next vendor,
collecting billions of data points worldwide



Cisco IPS

Step 1:

The sensor base network
within the Cisco SIO

gathers telemetry data
from other sensors

Worldwide Visibility

across the world .

@)

<,

Step 2:

Cisco ASA SSM gets
updated reputation
filter list; influences

policy decisions (deny

or droE attacker, etc.z .

Local Connectivity

l--Iﬂ’
Cisco ASA SSM
Filter NS

24
Step 3:

Alerts go out to the
security teams for
prevention, mitigation,
and remediation
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SAFE Resources

= Cisco SAFE:

http://www.cisco.com/go/safe

= Cisco Design Zone:

http://www.cisco.com/go/cvd

= Cisco Security Lifecycle Services:

http://www.cisco.com/go/services/security

= Cisco’s Security Products:

http://www.cisco.com/go/security
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