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A g en d a
� Cisco SAFE Architecture
� Cisco SAFE – Securin g  Ca m p us/ L AN  N etw ork s

Cisco Security Agent
Cisco N etw ork  Ad m ission Control
Cisco I ronP ort
Cisco I P S – new  f ea tures
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Cisco SA F E  
A rch itecture
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Cisco SA F EA  S ec u rit y  B l u ep rint  f or E nt erp ris e N et w orks
� I n trod uced  in  2 0 0 0
� D ef en se-in -d ep th
� M od ul a r d esig n
� D esig n s w ere v a l id a ted
� V en d or/ p rod uct a g n ostic
� H el p ed  in crea se security  
a w a ren ess
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� N ew  techn ol og ies un p rotected
� W eb  2 . 0 ,  v irtua l iz a tion,  cl oud  
com p uting,  etc.

� L a ck  of  con sisten cy  a n d  
col l a b ora tion  a cross p rod ucts

� Accid en ta l  a rchitecture
� F ea r-b a sed  security d ecisions
� P rod uct- or f ea ture-of -th e-m om ent 
p urch a ses

� Sil oed p rod ucts a n d  d esig n s
� P oor security  p ol icy ,  con trol ,  
m a n a g em en t,  a n d  v isib il ity

E v ol v in g  Security T h rea ts
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T od a y’s Com p l ex  Security T h rea tsR eq u ire S y s t em w id e C ol l ab orat ion

� Sophisticated website attacks
� I n cr easin g  botn et sophistication  an d ef f ectiv en ess
� G r owin g  cy ber  espion ag e
� E m er g in g  m obil e phon e thr eats
� I n sider  attacks
� A dv an ced iden tity  thef t 
� I n cr easin g l y  m al iciou s spy war e
� W eb appl ication  secu r ity  ex pl oits
� Sophisticated social  en g in eer in g
� Su ppl y -chain  attacks in f ectin g  con su m er  dev ices 

T op -T en C y b er S ec u rit y  M enac es

S o u r c e :  S A N S  I n s t i t u t e  
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SA F E  Security A rch itecture Stra teg y

Data
C e n te r C am p u s W A N

E d g e B r an c h I n te r n e t
E d g e

E c o m m -
e r c e

C i s c o
V i r tu al
O f f i c e

V i r tu al
U s e r

P ar tn e r
S i te s

Policy and 
D e v ice  

M anag e m e nt

Security 
Sol utions
� PCI
� D L P
� T h r e a t  
Co n t r o l

N etw ork
D ev ices
� R o u t e r s
� S e r v e r s
� S w i t c h e s

Id e n t i f y
M o n i t o r

Co r r e l a t e

H a r d e n
Is o l a t e

E n f o r c e
V is ib ilit y C ont r ol

Secured Mobility, Unified Communications, Network Virtualization
Network F oundation P rotection 

Security D ev ices
� V PN s
� M o n i t o r i n g

� A d m i s s i o n  Co n t r o l
� In t r u s i o n  Pr e v e n t i o n

� F i r e w a l l
� E m a i l  F i l t e r i n g
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W h y a  n ew  a rch itecture?T h e s ec u rit y  l and s c ap e c h ang ed …
� L ots of  n ew  p rod ucts a n d  techn ol og ies in trod uced
� Ef f ectiv e d ep l oy m en t of  security  tool s req uires a n  
un d ersta n d in g  on  p l a tf orm s/ f ea tures sp ecif ics a n d  their 
im p a ct to the n etw ork

� T hrea t sop histica tion  a n d  op era tion a l  com p l ex ity  
m a n d a tes p rod uct/ techn ol og y  col l a b ora tion

� O p era tion  a n d  m a n a g em en t is a s im p orta n t a s the 
techn ol og ies them sel v es

� G uid a n ce ca n n ot b e l im ited  to d esig n  on l y ,  n eed  to 
con tin ue throug hout the en tire sol ution  l if ecy cl e
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A rch itecture P rin cip l es
� D ef en se in  D ep th
� M od ul a rity  a n d  Fl ex ib il ity
� Serv ice Av a il a b il ity  a n d  R esil ien cy
� R eg ul a tory  Com p l ia n ce
� Aud ita b l e I m p l em en ta tion s
� Striv e f or O p era tion a l  Ef f icien cy
� N etw ork  I n tel l ig en ce a n d  Col l a b ora tion
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SA F E  A x iom s
� I n f ra structure d ev ices a re ta rg ets
� Serv ices a re ta rg ets
� En d p oin ts a re ta rg ets
� N etw ork s a re ta rg ets
� Ap p l ica tion s a re ta rg ets
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� Sets a  com m on  term in ol og y  
a n d  ta x on om y

� B rin g s con sisten cy  b etw een  
sol ution s a n d  serv ices

� M a n d a tes a tten tion  to the 
op era tion a l  a sp ects of  the 
d esig n s

� H el p s id en tif y  threa t v ectors 
a n d  d riv es the sel ection  of  
techn ica l  con trol s

Security ObjectivesSecurity Objectives

Vis ib il it yVis ib il it y

C ont rolC ont rol

Security A ctio n sSecurity A ctio n s

D e s c r i b e s  s u p p o r t i n g  a c t i o n s  
t h a t  e n a b l e  V i s i b i l i t y  a n d  
C o n t r o l

I d entif yI d entif y
M onitorM onitor
Correl a teCorrel a te

H a rd enH a rd en
I sol a teI sol a te
E nf orceE nf orce

Cisco Security Con trol  F ra m ew orkS erv ic e I nt eg rat ion

Id e n t i f y ,  M o n i t o r ,  
Co l l e c t ,  D e t e c t  a n d  
Cl a s s i f y  U s e r s ,  
T r a f f i c ,  A p p l i c a t i o n s  
a n d  Pr o t o c o l s

H a r d e n ,  S t r e n g t h e n  
R e s i l i e n c y ,  L i m i t  A c c e s s ,  
a n d  Is o l a t e  D e v i c e s ,  
U s e r s ,  T r a f f i c ,  
A p p l i c a t i o n s  a n d  
Pr o t o c o l s
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SA F E  Security A rch itecture M od ul es

P a rtn e r
W A N

W A N  Ed g e

I n te rn e t Ed g e
I n te rn e t

E-C om m e rc e

C ore

L A N / C a m p u s

D a ta  C e n te r

M a n a g e m e n t

T e l e w orke r

B ra n c h

SiSi

SiSi

SiSi

SiSi

SiSi

SiSi

Ex tra n e t
SiSi

S e n sorB a se
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W h a t’s cov ered  in  th is p h a se
� N etwor k F ou n dation  P r otection
� P u bl ic Ser v ices D M Z  ( A SA ,  I P S)
� C or por ate I n ter n et A ccess ( web,  em ail  secu r ity ,  A SA ,  I P S)
� R em ote A ccess V P N  ( SSL  V P N ,  E z V P N )
� W A N  E dg e ( A SR ,  D M V P N  w/ P K I ,  I P S)
� B r an ch ( I O S,  A SA ,  I P S,  F W )
� C am pu s ( N A C ,  I B N S)
� I n tr an et D ata C en ter  ( N ex u s,  I P S,  A SA ,  W A F )
� M on itor in g ,  A n al y sis &  C or r el ation  ( N et T el em etr y ,  C S-M A R S)
� T hr eat C on tr ol  an d C on tain m en t ( C SA ,  A SA ,  I P S,  C SA + I P S,  
C SM + C S-M A R S)
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P l a tf orm s in cl ud ed  in  th is p h a se
� ASR 1 0 0 4
� 7 2 0 0  V X R  G 2
� I ron P ort C6 5 0
� I ron P ort S6 5 0
� CS-M AR S
� CSM
� ACS
� CSA
� I P S4 2 7 0
� I P S4 2 6 0

� N AC3 3 5 0
� N ACM G R
� N AC3 3 1 0
� Ca t4 5 0 6 E
� Ca t6 5 0 4 E
� Ca t3 7 5 0
� N ex us 7 0 0 0
� N ex us 5 0 0 0
� N ex us 1 0 0 0

� ASA5 5 8 0
� ASA5 5 4 0
� ASA5 5 2 0
� AI P -SSM
� AI M -I P S
� I SR  2 8 2 1
� I SR  3 8 4 5  
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Cisco SA F E  
Securing Campus/LAN 
Net w o rk s



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lC i s c o   S A F E 16

Securin g  th e L A N  I n f ra structure
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Ca m p us/ L A N
A ccess

SiSi

SiSi

SiSi

SiSi

Core

D istribution

� N etw ork  Access 
Control

� E nh a nced  
Av a il a b il ity a nd  
R esil iency

� Secure U nif ied  
Com m unica tions

� Secure U nif ied  
W irel ess N etw ork

� E nd p oint Security

� Ca ta l yst I ntegra ted  
Security F ea tures

� T h rea t D etection a nd  
M itiga tion

� N etw ork  F ound a tion 
P rotection

� E d ge P rotection
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SA F E  T h rea t R esp on se
� S e r v ice  D is r u p t ion � U nau t h or iz e d A cce s s � D at a L e ak ag e

� D at a D is clos u r e  and M odif icat ion � N e t w or k  A b u s e � I de nt it y T h e f t  and F r au d

I n c re a si n g  V i si b i l i ty  f or th e  L A N
Identify M o nito r C o r r el a te

LAN/port Authentication
U s er Authentication
F irew al l  D eep P ack et I ns pection
T raf f ic C l as s if ication

I ntrus ion D etection
Netw ork  M anag em ent
E v ent M onitoring
Netw ork  T el em etry
S y s l og

E v ent Anal y s is  and  C orrel ation

I n c re a si n g  C on trol  f or th e  L A N
H a r den Is o l a te E nfo r c e

Netw ork  F ound ation P rotection
O S  H ard ening
C I S F
E nd point S ecurity
Link  and  S y s tem  R ed und ancy

V LANs
Netw ork  Acces s  C ontrol
I P S
F irew al l  Acces s  C ontrol

S tatef ul  F irew al l  Acces s  C ontrol
AC Ls ,  uR P F ,  Antis poof ing
D H C P  S nooping
P ort S ecurity
I ntrus ion P rev ention
Q oS  E nf orcem ent
Netw ork  Acces s  C ontrol
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Cisco Security Agent
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SA F E  Security A rch itecture M od ul es

P a rtn e r

W A N  Ed g e

I n te rn e t Ed g e

E-C om m e rc e

C ore

D a ta  C e n te r

M a n a g e m e n t

T e l e w orke r

B ra n c h

SiSi

SiSi

SiSi

SiSi

SiSi

SiSi

Ex tra n e t
SiSi

S e n sorB a se

L A N / C a m p u s
W A N

I n te rn e t



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lC i s c o   S A F E 21

I nternet

I ntranet

SSL
� � �

w o r m

� �� � �

� � 	 
 � �

� � 
�� �

�� ��

����� ��� �� ���

Cha l l en g es f a cin g  com m on  security  
p ra ctices:

� N ew  a tta ck s th a t trick  users into 
d ow nl oa d ing m a l w a re ca nnot b e stop p ed  
b y signa ture-b a sed  m ech a nism s ( e. g.  I P S,  
AV )

� E ncryp ted  end -to-end  sessions ( e. g.  SSL )  
rend er f irew a l l s a nd  netw ork  I P S b l ind

� N etw ork -b a sed  security d ev ices ca nnot 
a d eq ua tel y control  a ccess to sensitiv e d a ta  
( e. g.  U SB  f l a sh / d isk ,  CD / D V D  R O M ,  
encryp ted  sessions)

� Security p ol icies or regul a tory 
req uirem ents m a y b e too d em a nd ing f or 
th e ca p a b il ities of  netw ork  security 
sol utions ( e. g.  P CI  Com p l ia nce)

A d v a n ced  E n d p oin t Security
Drivers
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I nternet

I ntranet
w o r m

� �� � �

SSL
� � �

� � 	 
 � �

� � 
�� �

�� ��

����� ��� �� ���

�� � � � �

A d v a n ced  E n d p oin t Security
w it h  C isc o  S ec u rit y  A g en t

� CSA ex tend s netw ork  security 
sol utions to end  h osts

� Cisco Security Agent enh a nces 
security w ith :

– Z e ro U p d a te  p rote c ti on b a s ed o n O S  
a nd a p p l ic a tio n b eh a v io r

– C on trol  of  c on te n t a fter  dec r yp tio n o r  
b efo r e enc r yp tio n ( e. g .  S S L ,  IP s ec )

– A c c e ss c on trol  f or I / O  d e vi c e s b a s ed o n 
p r o c es s ,  netw o r k  l o c a tio n a nd ev en fil e 
c o ntent

– C e n tra l i z e d  m a n a g e m e n t a nd m o nito r ing  
o f ev ents

– S D N  I n te ra c ti on w ith  o th er  netw o r k  
s o l u tio ns  s u c h  a s  N A C ,  IP S ,  Q o S ,  M A R S ,  
V O IP ,  etc
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Securit y  Ch aract erist ics,  F eat ures and  
Arch it ect ure o f  CSA

CSA
Manag ement
Center

� C S A  M C  is  u s ed fo r  c entr a l iz ed m a na g em ent 
a nd m o nito r ing  o f a g ents  ( S S L )

� A g ents  p er io dic a l l y c o nnec t w ith  th e C S A  M C  
to :
� U p l o a d ev ent no tific a tio ns
� D o w nl o a d c o nfig u r a tio n c h a ng es
� D o w nl o a d a g ent s o ftw a r e a nd A V  
s ig na tu r e u p da tes

A g ents

CSA
A dministrator

� If C S A  M C  is  u nr ea c h a b l e:
� A g ents  c a c h e ev ents  ( u p  to  3 0 0 )
� A p p l y a  differ ent ( m o r e r es tr ic tiv e) p o l ic y if s o  c o nfig u r ed ( e. g .  w h en 
o n th e Inter net)

� U p  to  1 0 0 , 0 0 0  a g ents  p er  C S A M C

Agent 
S o f tw a r e

� P o l i c y  
d o w nl o a d

� E v ent u p l o a d
� S o f tw a r e u p d a te 
d o w nl o a dP O S

T erminal
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Cisco Security A g en t
A l w a y s V ig il a n t  C o m p reh en sive E n d p o in t  S ec u rit y

“Z e r o  U p d a t e ”
P r o t e c t i o n  S t o p s  
M a l i c i o u s  M o b i l e  
C o d e ,  W o r m s ,  
R o o t k i t s ,  
D a y -Z e r o  a n d  
T a r g e t e d  
A t t a c k s
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CSA’s  “Z e r o  U p d a t e ” Se c u r i t y  P o l i c i e s

P rov id es  a central l y  m anag ed  D is trib uted  
F irew al l  f or hos ts ,  hard ens  ex pos ed  W ind ow s  
k ernel  s erv ices

S ec u r ity-P r o tec t w ith  a  D is tr ib u ted 
F ir ew a l l -

P o l i c y  D e s c r i p t i o n F u n c t i o n

S ec u r ity- P r o tec t fr o m  D o w nl o a ded 
A p p l ic a tio ns - P rotects  s y s tem s  f rom  
U ntrus ted Appl ications

P r o t e c t s  s y s t e m s  f r o m  U n t r u s t e d
A p p l i c a t i o n s  – v i r u s e s ,  b o t s ,  t r o j a n s
d e l i v e r e d  v i a  n e t w o r k  a t t a c k

S ec u r ity- P r o tec t fr o m  D o w nl o a ded 
D a ta -

P r o t e c t s  s y s t e m s  f r o m  U n t r u s t e d
A p p l i c a t i o n s  – v i r u s e s ,  b o t s ,  t r o j a n s
d e l i v e r e d  v i a  d o w n l o a d e d  d a t a  l i k e  
p o i s o n e d  P D F

S ec u r ity- P r o tec t fr o m  S p yw a r e- P rotects  ag ains t s py w are &  T roj ans ,  w il l  d etect,  
and  prev ent s py w are f rom  attaching  to b row s ers ,  
and  ex ecuting  new  appl ications

S ec u r ity-Q u a r a ntine ex p l o ited h o s ts  
o r  a p p l ic a tio n

I s ol ate s y s tem  f rom  netw ork  if  rootk it d etected ;  
b l ock  inf ected  appl ication f rom  com m unicating  on 
the netw ork

C S A  a l so i n c l u d e s a  tra d i ti on a l  si g n a tu re -b a se d  a n ti vi ru s e n g i n e
- th i s re l i e s on  d a i l y  u p d a te s f rom  th e  C S A M C  m a n a g e m e n t se rve r
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Cisco Security A g en t
A l w a y s V ig il a n t  C o m p reh en sive E n d p o in t  S ec u rit y

I d e n t i f y  a n d  C o n t r o l  
S e n s i t i v e

I n f o r m a t i o n
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C orporate S ecurity  P ol icy  reg ard ing  S ens itiv e I nf orm ation E s tab l is h/
M onitor             

E nf orce E ns ure/
J us tif ication

P rev ent s ens itiv e inf orm ation f rom  b eing  w ritten to U S B  
d ev ices  and  other rem ov ab l e m ed ia
P rev ent rem ote cl ients  f rom  acces s ing  s ens itiv e inf orm ation
P rev ent s ens itiv e inf orm ation f rom  acces s ing  the netw ork  
T C P /U D P
P rev ent C D -R O M  b urning  appl ications  f rom  acces s ing  
s ens itiv e inf orm ation
P rev ent C l ipb oard  ab us e 
P rev ent s ens itiv e inf orm ation f rom  b eing  w ritten to Netw ork  
D riv es
P rev ent S ens itiv e inf orm ation f rom  b eing  copied
Al l ow  onl y  authoriz ed  appl ications  to acces s  the s ens itiv e 
inf orm ation
I m pos e res trictions  f or w irel es s ,  and  rem ote us ers ,  they  
cannot copy  s ens itiv e inf orm ation to rem ov ab l e m ed ia
P rotect authoriz ed  appl ications  acces s ing  s ens itiv e 
inf orm ation

C r ea ting  a  C S A  S ens itiv e Info r m a tio n P o l ic y – D L P  C h ec k l is t 
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CSAM C D LP  Aud it  Lo g - Al ert s
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Cisco Security A g en t
A l w a y s V ig il a n t  C o m p reh en sive E n d p o in t  S ec u rit y

C o r p o r a t e  
A c c e p t a b l e  U s e

R e g u l a t o r y  
C o m p l i a n c e  ( P C I )
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CSA’s  Ac c e p t a b l e  U s e  P o l i c i e s

P C I -certif ied  pol icies  f or 9  out of  1 2  P C I  
req uirem ents  ( av ail ab l e f rom  C is co on req ues t)P C I p o l ic ies

Al l ow  end  us ers  to f urther res trict netw ork  acces s  
ab ov e D is trib uted  F irew al l  control sP r o tec t w ith  P er s o na l  F ir ew a l l

Av ail ab l e v ia C S AM C  Ad v anced  G U I  f unctionV a r io u s  o th er s

P o l i c y  D e s c r i p t i o n F u n c t i o n

P r ev ent w r iting  da ta  to  U S B  dev ic es C ontrol  f il e acces s  to U S B  m em ory  s tick s ,  f l oppy  
d is k s ,  C D s ,  and  hard  d is k s
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Cisco Security A g en t
A l w a y s V ig il a n t  C o m p reh en sive E n d p o in t  S ec u rit y

N A C
N I P S

W i r e l e s s
T r a f f i c  M a r k i n g

E v e n t  C o r r e l a t i o n
D a t a  L o s s  P r e v e n t i o n
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I nf o rm NI P S o f  H o st il e H o st s
Co n f i g u r e d  v i a  CSAM C Ad v a n c e d  G U I  o p t i o n

1 .  H a c k e r  s c a n s  i n t e r n a l  s e r v e r s  
f o r  v u l n e r a b i l i t i e s

3 .  A l l  c o n n e c t i o n  
a t t e m p t s  b y  t h e  
h a c k e r  t o  CS A  
p r o t e c t e d  d e v i c e s  
a r e  d y n a m i c a l l y  
b l o c k e d

4 .  CS A  c o l l a b o r a t i n g  w i t h  
Ci s c o  IPS  i s  a b l e  t o  
d y n a m i c a l l y  e l e v a t e  t h e  R i s k  
R a t i n g  t h r e s h o l d  f o r  a t t a c k s  
c o m i n g  f r o m  t h e  h a c k e r

2 .  G l o b a l  Co r r e l a t i o n  i s  
i n v o k e d  a n d  t h e  CS A M C 
u p d a t e s  a l l  t h e  CS A  a g e n t s  
w i t h  t h r e a t  i n f o r m a t i o n

CS A  M C

S e r v e r s

D e s k t o p s
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D e s k t o pD e s k t o p
D S CP M a r k i n g  b y  A p p l i c a t i o n  o r  O SD S CP M a r k i n g  b y  A p p l i c a t i o n  o r  O S

P er-A p p l ica tion  N etw ork  O p tim iz a tion  
(Q oS)
Av a il a b l e v ia  Ad v a nced  G U I  op tion on CSAM C

In t e r n e t  E x p l o r e r

B i t T o r r e n t

Ci s c o  IP 
Co m m u n i c a t o r
F T P Cl i e n t

D S CP M a r k i n g  b y  
CS A

D S CP M a r k i n g  b y  
CS A

D e f a u l t
A F 1 1

E F

D e f a u l t

A F 1 1
D e f a u l t

E F

A F 1 1

�Cl a s s -B a s e d  W e i g h t e d  F a i r  
Q u e u i n g  ( CB -W F Q )

� L o w -L a t e n c y  Q u e u i n g  
( L L Q )

�Cl a s s -B a s e d  W e i g h t e d  F a i r  
Q u e u i n g  ( CB -W F Q )

� L o w -L a t e n c y  Q u e u i n g  
( L L Q )

A F 1 1 : 5 0 %  ( CB -W F Q )
E F : 1 5 %  ( L L Q )
D e f a u l t : 1 0 %  ( CB -W F Q )
A F 1 1 : 5 0 %  ( CB -W F Q )
E F : 1 5 %  ( L L Q )
D e f a u l t : 1 0 %  ( CB -W F Q )

� “B a d ” s o f t w a r e  c a n  m a r k  p a c k e t s  t o :
� G e t  a  b e t t e r  s e r v i c e  f r o m  t h e  n e t w o r k
� T o  p e r f o r m  a n  a t t a c k  ( e . g .  f l o o d i n g  w i t h  E F -m a r k e d  p a c k e t s  c a n  c a u s e  D o S f o r  
I P  t e l e p h o n y )

� U s e  C S A  t o  r e m a r k  p a c k e t s  a c c o r d i n g  t o  Q o S d e s i g n
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NAC  Appl iance
• V e r i f i e s  CS A  v e r s i o n  a n d  i f  i t ’s  
r u n n i n g

• Ch e c k  s y s t e m s  s t a t e s  l i k e  
“i n s e c u r e  b o o t  d e t e c t e d ” a n d  i f  
s e n s i t i v e  d a t a  e x i s t s

• Ch e c k  u s e r  i d e n t i t y  i f  CS A  
r e p o r t s  s e n s i t i v e  d a t a  i s  o n  
s y s t e m

N etw ork  I n teg ra ted  Sol ution s
C S A  w it h  N A C ,  DL P  a n d  I ro n P o rt

I r o n P o r t

I nternet

C is co S ecurity  Ag ent
• Pr e v e n t  l o s s  o f  s e n s i t i v e  d a t a :
• S c a n  d a t a  f i l e s  f o r  s e n s i t i v e  d a t a  
• Pr e v e n t  c o p y i n g  t o  e x t e r n a l  m e d i a  ( U S B  f l a s h  a n d  
d i s k ,  IR / B l u e t o o t h  d e v i c e s )

• Pr e v e n t  u s i n g  w i t h  ( i n t e r ) n e t w o r k a p p l i c a t i o n s  ( e -
m a i l ,  IM ,  b r o w s e r )

• Pr e v e n t s  b y p a s s  o f  Ir o n Po r t  n e t w o r k  p r o t e c t i o n

I ronP ort 
• Pr e v e n t  D a t a  L o s s  a t  N e t w o r k  
Pe r i m e t e r  

• M u l t i -Pr o t o c o l  S c a n n i n g
• L e v e r a g e  E x i s t i n g  A n t i -S p a m  
a n d  A n t i -S p y w a r e  In f r a s t r u c t u r e

I ntranet
N A C  

A p p l i a n c e
A S A
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N ew  f ea tures in  CSA  6 . 0 . 1
� CSA M a na gem ent center H igh  Av a il a b il ity
� CSA M a na gem ent center V M W a re sup p ort
� P l a tf orm  sup p ort:  

R ed H a t E nter p r is e L inu x  5 . 0 ,  S o l a r is  1 0 ,  S U S E  L inu x  1 0
� M a na gem ent sum m a ry rep orts

D a il y E v ents  b y E v ent T yp e,  T o p  2 0  Infec ted H o s ts ,  T o p  2 0  Identified 
V ir u s es  etc .

� D igita l  signa ture id entif ica tion
� Sch ed ul ing Sof tw a re U p d a te w iz a rd
� R esourse – R el ea se N otes CSA 6 . 0 . 1

h ttp : / / w w w . c is c o . c o m / en/ U S / do c s / s ec u r ity/ c s a / c s a 6 0 1 / r el ea s e_ no tes / C
S A 6 0 1 R N . h tm l
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Cisco Network 
A d m ission  Con trol



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lC i s c o   S A F E 37

SA F E  Security A rch itecture M od ul es

P a rtn e r

W A N  Ed g e

I n te rn e t Ed g e

E-C om m e rc e

C ore

D a ta  C e n te r

M a n a g e m e n t

T e l e w orke r

B ra n c h

SiSi

SiSi

SiSi

SiSi

SiSi

SiSi

Ex tra n e t
SiSi

S e n sorB a se

L A N / C a m p u s
W A N

I n te rn e t
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E v ol ution  of  N etw ork  A ccess Con trol
T o po l o gy  Aw are t o  R o l e Aw are

N e tw ork A d d re ss-b a se d  A c c e ss C on trol
� AC L,  V AC L,  P AC L,  P B AC L etc

N e tw ork A d m i ssi on  C on trol  ( N A C )
� P os ture v al id ation end point pol icy  com pl iance

I d e n ti ty -B a se d  A c c e ss C on trol
� F l ex ib l e authentication options :

8 0 2 . 1 x ,  M AB ,  W eb Auth,  F l ex Auth
� C om prehens iv e pos t-ad m is s ion control  options :  

d AC L,  V LAN as s ig nm ent,  U R L red irect,  Q oS …
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N A C T a sk s
� R ol e-b a sed  a ccess

� D ev ice com p l ia n ce

� G uest L if ecy cl e M a n a g em en t
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N A C F un ction s D ef in ed
E n s u r i n g  r o l e -b a s e d  a c c e s s  a n d  e n d p o i n t  s e c u r i t y  p o l i c y  c o m p l i a n c e

Complete 
N A C 

L i f ec y c le
H a ndl e no n-P C  
dev ic es ,  g a th er  

h is to r y/ a c tiv ity da ta
R em edia te 

no n-c o m p l ia nt 
dev ic es

G u es t 
a c c es s / p r o v is io n 
u s er  a c c es s

V er ify u s er  
p r iv il eg e a nd 

dev ic e c o m p l ia nc e
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H ow  Cisco N A C W ork s
A Con cep tua l  V iew  

T H E G O A L

NAC Server gathers 
an d  assesses 
u ser/ d evi c e i n f o rm ati o n  

� U s e r n a m e  a n d  p a s s w o r d
� D e v i c e  c o n f i g u r a t i o n  a n d  v u l n e r a b i l i t i e s

No n c o m p l i an t d evi c e
o r i n c o rrec t l o gi n

� A c c e s s  d e n i e d
� P l a c e d  t o  q u a r a n t i n e  f o r  r e m e d i a t i o n

D evi c e i s c o m p l i an t
� P l a c e d  o n  “c e r t i f i e d  d e v i c e s  l i s t ”
� N e t w o r k  a c c e s s  g r a n t e d

NAC  S erv er
NAC  M anag er

E n d  u ser attem p ts to  
ac c ess n etw o rk

� I n i t i a l  a c c e s s  i s  b l o c k e d
� S i n g l e -s i g n -o n  o r  w e b  l o g i n

Authentication
S erv er

1

2

3 a 3 bQuarantine
R o l e

I ntranet/
Netw ork
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Device Profiling
Cisco N AC P rof il er:  V isib il ity ,  I n tel l ig en ce,  a n d  Autom a tion

M a c

I d en ti f y  al l  en d p o i n ts
R eal  ti m e m o n i to ri n g an d  p ro f i l i n g 

Au to m ate i n ven to ry  c o l l ec ti o n

NAC Manager

NAC Serv er

AAA Serv er

NAC P ro f i l er

W i nd o w s  AD
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Cov er A l l  U se Ca ses
E n d p o i n t Co m p l i an c e
N e t w o r k  a c c e s s  o n l y  f o r  
c o m p l i a n t  d e v i c e s

G u est Co m p l i an c e
R e s t r i c t e d  i n t e r n e t  a c c e s s  

o n l y  f o r  g u e s t  u s e r s

W i rel ess Co m p l i an c e
S e c u r e d  n e t w o r k  a c c e s s  o n l y  
f o r  c o m p l i a n t  w i r e l e s s  d e v i c e s

V P N U ser Co m p l i an c e
In t r a n e t  a c c e s s  o n l y  f o r  c o m p l i a n t  
r e m o t e  a c c e s s  u s e r s

G o vern an c e Co m p l i an c e
E n s u r e  u s e r  c o m p l i a n c e  
t o  g o v e r n a n c e  a n d  r i s k  
u s e r  a c c e p t a b l e  p o l i c i e s

802.1Q

Wireless Building 2

C o nf erenc e R o o m
in Building 3

I nt ernet  
I P S e c  

C a m p us Building 1
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Cisco N A C K ey I n g red ien ts

NAC Manager
C e n t r a l i z e d  m a n a g e m e n t ,  c o n f i g u r a t i o n ,  

r e p o r t i n g ,  a n d  p o l i c y  s t o r e
P o s t u r e ,  s e r v i c e s  
a n d  e n f o r c e m e n t

NAC S erv er

NAC P ro f i l er NAC G u es t  S erv er
P r o f i l e s  u n m a n a g e d

d e v i c e s
F u l l -f e a t u r e d  g u e s t  
p r o v i s i o n i n g  s e r v e r  

SSC

8 0 2 . 1 x  S u p p l i c ant
C S S C  o r  V i s t a  

e m b e d d e d  s u p p l i c a n t

NAC Agent  
N o -c o s t  c l i e n t :  P e r s i s t e n t ,  

d i s s o l v a b l e ,  o r  w e b

ACS  S erv er
A c c e s s  p o l i c y  s y s t e m  f o r  

80 2. 1x  t e r m i n a t i o n

E n d p o i n t
Co m p o n en ts
( O p t i o n a l )

NAC P ro f i l er,  G u est 
Server an d  ACS

( O p t i o n a l )

NAC M an ager 
an d  Server
( R e q u i r e d )
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Cisco N A C A p p l ia n ce Siz in g

3 5 0 0  u s ers  eac h

Su p er
Manager m anages  u p  t o  4 0

E nt erp ri s e and
B ranc h  Serv ers  

E nt erp ri s e and
B ranc h  Serv ers  

1 5 0 0  u s ers  eac h

St and ard
Manager m anages  u p  t o  2 0

B ranc h  O f f i c e
o r SMB  Serv ers

1 0 0  u s ers 2 5 0  u s ers 5 0 0  u s ers

Manager
L i t e m anages  u p  t o  3

U se rs =  on l i n e ,  c on c u rre n t

2 5 0 0  u s ers  eac h

5 0 / 1 0 0  U s ers
( I S R  NM)
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Cisco I ron P ort 
E m a il  S ecu rity  
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SA F E  Security A rch itecture M od ul es

P a rtn e r

W A N  Ed g e

I n te rn e t Ed g e

E-C om m e rc e

C ore

D a ta  C e n te r

M a n a g e m e n t

T e l e w orke r

B ra n c h

SiSi

SiSi

SiSi

SiSi

SiSi

SiSi

Ex tra n e t
SiSi

S e n sorB a se

L A N / C a m p u s
W A N

I n te rn e t
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A T T A C H M E N T  S P A M  
( P D F ,  E X C E L ,  M P 3 )

T A R G E T E D  A T T A C K S  

Y o u r  E q u i t a b l e  
B a n k  a c c o u n t  
i s  c l o s e d ,  c a l l  
u s  n o w  a t  
(802) 3 5 4 -4 25 0

I M A G E  S P A M

K ey T h rea ts in  th e I n tern et E d g e
� Botnets
� D en ia l  of  Serv ice ( D oS)
� D istrib uted  D oS
� S p y w a r e,  m a l w a r e,  a d w a r e
� P h i sh i ng ,  em a i l  sp a m
� I n trusion s a n d  ta k eov ers
� N etw or k  a b u se
� I d enti ty  th ef t,  f r a u d
� D a ta  l ea k a g e
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Sp a m
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CI SCO  I R O NP O R T  ASYNC O S™
E M AI L  P L AT F O R M

D a t a  L o s s     
P r e v e n t i o n

Se c u r e  
M e s s a g i n g

I NB O U ND  
S E CU R I T Y

O U T B O U ND  
CO NT R O L



© 2 0 0 9  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  C o n f i d e n t i a lC i s c o   S A F E 50

� Sp am  B o t net s
� Sp am m er 

Net w o rk s  

E M AI L  R E P U T AT I O N

W E B  R E P U T AT I O N

M E SSAG E  CO NT E NT

M E SSAG E  CO NST R U CT I O N

� Mal w are/ P h i s h es
� Sh o rt -T ex t ed Sp am  

w i t h  U R L s

� I m age Sp am
� Sp am  c reat ed  u s i ng 

Au t o m at i o n T o o l s  

� SMS Sp am
� At t ac h m ent -b as ed  

Sp am

Cisco I ron P ort A n ti-Sp a m
D ef en se in  D ep th Sp a m  P rotection

���� ��

��� � 	 
�� � �


 	 ���� ��� � �

V e rd i c t
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V i ru s O u tb re a k F i l te rs A n ti -V i ru s En g i n e s

Z ero  H o u r V i ru s  and  
Mal w are D et ec t i o n 

Co m p l em ent ary     
Ant i -V i ru s  E ngi nes

A n ti-V irus D ef en se in  D ep th
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V i ru s O u tb reak  F i l ters Ad van tage
A v e r a g e  l e a d  t i m e * … … … … … … … … … … o v e r  1 3 h o u r s
O u t b r e a k s  b l o c k e d *  … … … … … … … … … 2 9 1  o u t b r e a k s
T o t a l  i n c r e m e n t a l  p r o t e c t i o n * … … … … … .  o v e r  1 5 7  d a y s

“V O F  h a s  s t o p p e d  
m o r e  t h a n  1 2 , 0 0 0  
s e p a r a t e  v i r a l  
m e s s a g e s  i n  t h e  l a s t  
y e a r ”

“S i n c e  V O F  w e  h a v e  
n o t  h a d  a  s i n g l e  
v i r u s  o u t b r e a k ! ”

“O v e r  2 4 , 0 0 0  v i r u s  
p o s i t i v e  m e s s a g e s  
s t o p p e d  i n  9  m o n t h s ”

V i ru s O u tb re a k F i l te rs I n  A c ti on

I N T E R N E T

D y nam i c
Q u arant i ne
D y nam i c
Q u arant i ne

V i ru s  F i l t erV i ru s  F i l t er

S end erB as e

Cisco I ron P ort V irus O utb rea k  F il ters
Z ero H our M a l w a re P rev en tion
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D a ta  L oss P rev en tion
Sim p l e Set U p

� Easy “3  c l i c k ” se t -u p  u si n g  
c o n t e n t  f i l t e r s

� U se  p r e -d e f i n e d  c o n t e n t  
c at e g o r i e s o r  c r e at e  /  c u st o m i z e  
yo u r  o w n

� C an  b e  ap p l i e d  t o  sp e c i f i c  
u se r s u n d e r  sp e c i f i c  c o n d i t i o n s
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D a ta  L oss P rev en tion
Com p rehen siv e R em ed ia tion  &  R ep ortin g

� M ul tip l e rem ed ia tion  
a ction s – en cry p t,  
q ua ra n tin e,  d rop ,  
b oun ce,  B CC,  strip  
con ten t

� O f f en d in g  con ten t 
hig hl ig hted  in  
q ua ra n tin e f or ea sy  
a n a l y sis

� R ep ortin g  on  a  p er 
p ol icy  a n d  p er user 
b a sis
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Cisco I ron P ort E m a il  E n cryp tion
Ea sy  f or the Sen d er. . . 

� Autom a ted  k ey  m a n a g em en t
� N o d esk top  sof tw a re req uirem en ts
� Sen d  to a n y  em a il  a d d ress sea m l essl y

CISCO REGISTERED 
EN V EL OP E SERV ICE
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3 .  V iew  m essa ge

2 .  E nter p a ssw ord1 .  O p en Atta ch m ent

Cisco I ron P ort E m a il  E n cryp tion
Ea sy  f or the R ecip ien t. . .
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I n tern et E d g e T h rea t M itig a tion  
B o t n e t s D D o S U n a u t h o r i z e d  

A c c e s s
P h i s h i n g
S p a m

S p y w a r e ,  
M a l w a r e

N e t w o r k  
A b u s e

D a t a  
L e a k a g e

Visibility C o n tr o l

Host-b a se d  I P S  
( C S A )
I r on P or t S e c u r e  
M e ssa g i n g
I r on P or t S e c u r e  
W e b
E d g e  F i l te r i n g

N e ttf l ow ,  sy sl og ,  e tc

F i r e w a l l

I P S

V P N

S y ste m  a n d  
T op ol og i c a l  
R e d u n d a n c y
U se r / G r ou p -b a se d  
a c c e ss p ol i c i e s
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I ron P ort Security A p p l ia n ces
Integrated Security Appliances For The Network Perimeter

I ro n P o rt S-Seri es
WEB SECURITY APPLIANCE

I ro n P o rt C-Seri es
EM AIL SECURITY APPLIANCE

I ro n P o rt M -Seri es
SECURITY M ANAG EM ENT APPLIANCE

• U ni q u e Ant i -s p am  s o l u t i o n,  C-Seri es
• I nt egrat ed  D L P  Sc anni ng and  R em ed i at i o n F o r E m ai l
• E nc ry p t i o n W i t h o u t  any  Ad d i t i o nal  H ard w are R eq u i red
• Ci s c o  Sp am  B l o c k er,  C1 6 0 ,  C3 6 0 ,  C6 6 0 ,  X 1 0 6 0

• U ni q u e W eb -p ro t ec t i o n s o l u t i o n,  S-Seri es
• Ac c ep t ab l e U s e P o l i c y  ( AU P )  Managem ent
• I nd u s t ry -l ead i ng Mal w are and  Sp y w are F i l t eri ng
• S1 6 0 ,  S3 6 0 ,  S6 6 0

• Cent ral i z ed  R ep o rt i ng
• Cent ral i z ed  T rac k i ng
• Cent ral i z ed  P o l i c y  Managem ent
• Cent ral i z ed  Arc h i v i ng
• M1 6 0 ,  M3 6 0 ,  M1 0 6 0
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Cisco I P S 
New Features
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S e n s o r B a s e
T e c h n i c i a n s

U p d a t e s
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Com p reh en siv e T h rea t I n tel l ig en ce
U niq ue T h rea t T ra ck ing System

Ci s c o  
S ens o rB as e

T h reat  
O p erat i o ns  
Cent er

D y nam i c
U p d at es

S e c u r i t y  I n f r a s t r u c t u r e  T h a t  D y n a m i c a l l y  P r o t e c t s  A g a i n s t  t h e  L a t e s t  T h r e a t s  T h r o u g h :  

G l o b a l  C o r r e l a t i o n  f o r  S o p h i s t i c a t e d  A n a l y s i s

T h e  M ost C om p r e h e n si v e  
V u l n e r a b i l i ty  a n d  S e n d e r  
R e p u ta ti on  D a ta b a se

A  G l ob a l  T e a m  of  S e c u r i ty  
R e se a r c h e r s,  A n a l y sts,  

a n d  S i g n a tu r e  D e v e l op e r s
D y n a m i c  U p d a te s a n d  
A c ti on a b l e  I n te l l i g e n c e
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Cisco I P S w ith  G l ob a l  Correl a tion
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� Autom a ted  op era tions 
com p onent of  Cisco SI O

A u t o m a t i c a l l y  c o r r e l a t e s  S e n s o r B a s e t h r e a t  
d a t a

C r e a t e s  s o p h i s t i c a t e d ,  a c t i o n a b l e  d a t a
� F a st resp onse to em ergent 
th rea ts

E n h a n c e s  d e t e c t i o n  c a p a b i l i t i e s  
R e d u c e s  t h e  w i n d o w  o f  e x p o s u r e

� P inp oint Accura cy
A n a l y z e s  t h e  a t t a c k e r  a s  w e l l  a s  t h e  a t t a c k  
L e v e r a g e s  r e p u t a t i o n  f i l t e r s  t o  s t o p  
k n o w n  a t t a c k e r s

( 5 0 %  o f  a t t a c k e r s  a r e  r e p e a t  o f f e n d e r s )CSIO

C i s c o  I P S

R E P U T AT I O N

SI G NAT U R E
S

ANO MAL Y

G L O B AL  
C O R R E L A T I O N

D E CI SI O N 
E NG I NE
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I P S G l ob a l  Correl a tion  in  A ction
N etw ork  I P S to G l ob a l  I P S
0 8 : 0 0  G M T
� A sensor in Australia detects 
new  m alw are

� A sensor in R ussia detects a b otnet
issuing  new  com m ands

� A sensor in K orea detects a v irus 
m utating

� A sensor in F lorida detects a h ack er
p rob ing  m aj or f inancial institutions

0 8 : 1 5  G M T
� All Cisco® I P S  cu st om e r s 
p r ot e ct e d

Fast, Complete, and Accurate 
P rotecti on U si ng  G lob al I P S  D ata

Cisco I P S ha s twice the I P S d ep l oy m en ts of  the n ex t v en d or,  
col l ectin g  b il l ion s of  d a ta  p oin ts w orl d w id e

Global C or r e lat i on
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R ep uta tion  F il terin g  in  A ction

S t e p  1 :
T h e sensor b ase netw ork  

w ith in th e C isco S I O  
g ath ers telem etry  data 
f rom  oth er sensors 
across th e w orld

S t e p  2 :
C isco AS A S S M  g ets 
up dated rep utation 
f ilter list;  inf luences 

p olicy  decisions ( deny  
or drop  attack er,  etc. )

S t e p  3 :
Alerts g o out to th e 
security  team s f or 

p rev ention,  m itig ation,
and rem ediation

C i s c o  A S A  S S M  F i l t e r

I n t e r n e tCi s c o ® Sec u ri t y  I nt el l i genc e O p erat i o ns
1 2

3

L oc a l  C on n e c ti v i ty

W or l d w i d e  V i si b i l i ty

C i s c o  A S A  
S S M

C i s c o  I P S

Global C or r e lat i on

I n te r n e t
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Sum m a ry
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SA F E  R esources
� Cisco SAFE:  
http : / / w w w .cisco.com / g o/ sa f e
� Cisco D esig n  Z on e:  
http : / / w w w .cisco.com / g o/ cv d
� Cisco Security  L if ecy cl e Serv ices:  
http : / / w w w .cisco.com / g o/ serv ices/ security
� Cisco’s Security  P rod ucts:  
http : / / w w w .cisco.com / g o/ security
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Cisco


